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Among the most significant developments in the reach for a new equilibrium in copyright
law, the Digital Millennium Copyright Act’s anticircumvention provision, § 1201, creates
new lega rights around technological protection measures that control access to or
copying of copyrighted works. Prof. David Nimmer calls these new anticircumvention
rights “paracopyright.” 1 Nimmer on Copyright (1999 Supp.), 12A-30. Publishers and
entertainment companies argued that these protections were necessary in adigital
environment thet made copying easier than ever; librarians and computer scientists
argued that the provisions would curtail lawful fair use and technological innovation.

The first mgjor battle over these new rights erupted around the digital video disc (DVD),
and its CSS encryption. 2600 Magazine posted and linked to DeCSS, computer code
capable of decrypting the DVD files. As District Judge Lewis Kaplan, of the Southern
District of New Y ork, described the conflict:
In the final analysis, the dispute between these partiesis smply put if not
necessarily smply resolved.

Plaintiffs have invested huge sums over the years in producing motion picturesin
reliance upon alega framework that, through the law of copyright, has ensured



that they will have the exclusive right to copy and distribute those motion pictures
for economic gain. They contend that the advent of new technology should not
alter this long established structure.

Defendants, on the other hand, are adherents of a movement that believes that
informationshould be avail-able without charge to anyone clever enough to break
into the computer systems or data storage mediain which it is located. Less
radically, they have raised alegitimate concern about the possible impact on
traditional fair use of access control measures in the digital era.

Universal City Sudiosv. Reimerdes, 111 F. Supp. 2d 294, 345-46 (S.D.N.Y. 2000). The
Second Circuit upheld his injunction against posting and linking DeCSS in Universal v.
Corley, as the case was labeled on appeal. Doesthe Corley ruling strike the right balance
among copyright, technology, and First Amendment concerns? What about the problem
Linux users still face obtaining licensed DVD player software for their operating system?

The DMCA has been invoked to support copy controls on digital movies, music, and e-
books. It has also been called in to block the sale of interoperable garage door openers,
Chamberlain Group, Inc. v. Skylink Techs, Inc., 381 F.3d 1178 (Fed. Cir. 2004), and
replacement print cartridges, Lexmark v. Static Control Components, 387 F.3d 522 (6th
Cir. 2005). Does the law support these extensions?

Consider this hypothetical:

Life-Time, Inc., distributes free CD-ROMSs through a mass mailing campaign.
The CD-ROMs contain a huge collection of celebrity photos and interviews.
Readers who use the CDs in their computers find that they can sample--i.e. get
access to--up to three interviews, selecting from alist. After the user selects and
views three interviews, the program offers an 800 number that, when called,
allows the user to offer a credit card number and be charged $9.95 for twenty
more interviews. After payment is verified, the caller is given an "unlock” code
that causes the program to permit viewing of the additional requested interviews.

Jane Doe is sent a copy of the CD, explores it, and thanks to her undergraduate
work in computer science is able to crack the CD's protection scheme and view all
2,000 interviews at her leisure without paying for a single one.

Should the law penalize Jane in any way for what she did? Does it?

The DMCA gives legal tools to the copyright holder who employs a “a technol ogical
measure that effectively controls’ access to or copying of a copyrighted work, but the law
specifically does not mandate a particular technological design (apart from requiring
Macrovision compliance in analog video recorders). See § 1201(c)(3) “Nothing in this
section shall require that the design of, or design and selection of parts and components
for, a consumer electronics, telecommunications, or computing product provide for a
response to any particular technological measure...” In other words, if a copyright



holder has not employed TPMs, technology companies are free to build copying
machines. In other places, however, entertainment companies have lobbied for
affirmative mandates. Fights over “broadcast flags’ for both digital television and digital
radio are currently brewing.

In late 2003, the Federal Communications Commission issued arule requiring all digital
television tuners to incorporate government-approved output restrictions designed to
prevent redistribution. Among others, advocates of opensource software were concerned
that these restrictions were incompatible with open source. The American Library
Association led a challenge to the FCC' s jurisdiction, and got the Order dismissed by the
D.C. Circuit, Am. Library Ass' nv. FCC, 401 F.3d. 489 (DC Cir. 2005). As of October
2005, entertainment companies are lobbying Congress for broadcast flag legidation. See
<http://www.eff.org/deeplinks/archives/004047.php>




17 U.S.C. 8§1201. Circumvention of copyright protection systems

(a) Violations regarding circumvention of technological measures.

(1) (A) No person shall circumvent a technological measure that effectively controls
access to awork protected under this title. The prohibition contained in the preceding
sentence shall take effect at the end of the 2-year period beginning on the date of the
enactment of this chapter [enacted Oct. 28, 1998].

(B) The prohibition contained in subparagraph (A) shall not apply to persons who are
users of a copyrighted work which isin a particular class of works, if such persons are, or
are likely to be in the succeeding 3-year period, adversely affected by virtue of such
prohibition in their ability to make noninfringing uses of that particular class of works
under thistitle, as determined under subparagraph (C).

(C) During the 2-year period described in subparagraph (A), and during each
succeeding 3-year period, the Librarian of Congress, upon the recommendation of the
Register of Copyrights, who shall consult with the Assistant Secretary for
Communications and Information of the Department of Commerce ard report and
comment on his or her views in making such recommendation, shall make the
determination in a rulemaking proceeding for purposes of subparagraph (B) of whether
persons who are users of a copyrighted work are, or are likely to be in the succeeding 3-
year period, adversely affected by the prohibition under subparagraph (A) in their ability
to make noninfringing uses under this title of a particular class of copyrighted works. In
conducting such rulemaking, the Librarian shall examine--

(i) the availability for use of copyrighted works;

(i1) the availability for use of works for nonprofit archival, preservation, and
educational purposes,

(iii) the impact that the prohibition on the circumvention of technological measures
applied to copyrighted works has on criticism, comment, news reporting, teaching,
scholarship, or research;

(iv) the effect of circumvention of technological measures on the market for or
value of copyrighted works; and

(v) such other factors as the Librarian considers appropriate.

(D) The Librarian shall publish any class of copyrighted works for which the
Librarian has determined, pursuant to the rulemaking conducted under subparagraph (C),
that noninfringing uses by persons who are users of a copyrighted work are, or are likely
to be, adversely affected, and the prohibition contained in subparagraph (A) shall not
apply to such users with respect to such class of works for the ensuing 3-year period.

(E) Neither the exception under subparagraph (B) from the applicability of the
prohibition contained in subparagraph (A), nor any determination made in a rulemaking
conducted under subparagraph (C), may be used as a defense in any action to enforce any
provision of thistitle other than this paragraph.

(2) No person shall manufacture, import, offer to the public, provide, or otherwise
traffic in any technology, product, service, device, component, or part thereof, that--

(A) isprimarily designed or produced for the purpose of circumventing a
technological measure that effectively controls access to a work protected under this title;

(B) has only limited commercially significant purpose or use other than to circumvent
atechnological measure that effectively controls access to awork protected under this



title; or

(C) is marketed by that person or another acting in concert with that person with that
person's knowledge for use in circumventing a technological measure that effectively
controls access to a work protected under this title.

(3) As used in this subsection-

(A) to "circumvent a technological measure” means to descramble a scrambled work,
to decrypt an encrypted work, or otherwise to avoid, bypass, remove, deactivate, or
impair atechnological measure, without the authority of the copyright owner; and

(B) atechnological measure "effectively controls access to awork" if the measure, in
the ordinary course of its operation, requires the application of information, or a process
or atreatment, with the authority of the copyright owner, to gain access to the work.

(b) Additiona violations.
(1) No person shall manufacture, import, offer to the public, provide, or otherwise
traffic in any technology, product, service, device, component, or part thereof, that--

(A) is primarily designed or produced for the purpose of circumventing protection
afforded by atechnological measure that effectively protects aright of a copyright owner
under thistitle in awork or a portion thereof;

(B) has only limited commercially significant purpose or use other than to circumvent
protection afforded by a technological measure that effectively protects aright of a
copyright owner under thistitle in awork or a portion thereof; or

(C) is marketed by that person or another acting in concert with that person with that
person's knowledge for use in circumventing protection afforded by a technological
measure that effectively protects aright of a copyright owner under thistitle in awork or
aportion thereof.

(2) As used in this subsection--

(A) to "circumvent protection afforded by a technological measure” means avoiding,
bypassing, removing, deactivating, or otherwise impairing a technological measure; and

(B) atechnological measure "effectively protects a right of a copyright owner under
thistitle" if the measure, in the ordinary course of its operation, prevents, restricts, or
otherwise limits the exercise of aright of a copyright owner under thistitle.

(c) Other rights, etc., not affected.

(1) Nothing in this section shall affect rights, remedies, limitations, or defenses to
copyright infringement, including fair use, under this title.

(2) Nothing in this section shall enlarge or diminish vicarious or contributory liability
for copyright infringement in connection with any technology, product, service, device,
component, or part thereof.

(3) Nothing in this section shall require that the design of, or design and selection of
parts and components for, a consumer electronics, telecommunications, or computing
product provide for a response to any particular technological measure, so long as such
part or component, or the product in which such part or component is integrated, does not
otherwise fall within the prohibitiors of subsection (a)(2) or (b)(1).

(4) Nothing in this section shall enlarge or diminish any rights of free speech or the
press for activities using consumer electronics, telecommunications, or computing
products.



(d) Exemption for nonprofit libraries, archives, and educational institutions.

(1) A nonprofit library, archives, or educational institution which gains accessto a
commercially exploited copyrighted work solely in order to make a good faith
determination of whether to acquire a copy of that work for the sole purpose of engaging
in conduct permitted under this title shall not be in violation of subsection (a)(1)(A). A
copy of awork to which access has been gained under this paragraph -

(A) may not be retained longer than necessary to make such good faith determination;

(B) may not be used for any other purpose.

(2) The exemption made available under paragraph (1) shall only apply with respect to
awork when an identical copy of that work is not reasonably available in another form.

(3) A nonprofit library, archives, or educationa institution that willfully for the purpose
of commercia advantage or financial gain violates paragraph (1)--

(A) shall, for the first offense, be subject to the civil remedies under section 1203; and
(B) shall, for repeated or subsequent offenses, in addition to the civil remedies under
section 1203, forfeit the exemption provided under paragraph (1).

(4) This subsection may not be used as a defense to a claim under subsection (a)(2) or
(b), nor may this subsection permit a nonprofit library, archives, or educational institution
to manufacture, import, offer to the public, provide, or otherwise traffic in any
technology, product, service, component, or part thereof, which circumvents a
technological measure.

(5) In order for alibrary or archives to qualify for the exemption under this subsection,
the collections of that library or archives shall be--

(A) open to the public; or

(B) available not only to researchers affiliated with the library or archives or with the
institution of which it is a part, but also to other persons doing research in a specialized
field.

(e) Law enforcement, intelligence, and other government activities. This section does not
prohibit any lawfully authorized investigative, protective, information security, or
intelligence activity of an officer, agent, or employee of the United States, a State, or a
political subdivision of a State, or a person acting pursuant to a contract with the United
States, a State, or a political subdivision of a State. For purposes of this subsection, the
term "information security” means activities carried out in order to identify and address
the vulnerabilities of a government computer, computer system, or computer network.

(f) Reverse engineering.

(1) Notwithstanding the provisions of subsection (a)(1)(A), a person who has lawfully
obtained the right to use a copy of a computer program may circumvent a technol ogical
measure that effectively controls access to a particular portion of that program for the
sole purpose of identifying and analyzing those elements of the program that are
necessary to achieve interoperability of an independently created computer program with
other programs, and that have not previowsly been readily available to the person
engaging in the circumvention, to the extent any such acts of identification and analysis
do not constitute infringement under this title.



(2) Notwithstanding the provisions of subsections (a)(2) and (b), a person may develop
and employ technological means to circumvent a technological measure, or to circumvent
protection afforded by a technological measure, in order to enable the identification and
analysis under paragraph (1), or for the purpose of enabling interoperability of an
independently created computer program with other programs, if such means are
necessary to achieve such interoperability, to the extent that doing so does not constitute
infringement under this title.

(3) The information acquired through the acts permitted under paragraph (1), and the
means permitted under paragraph (2), may be made available to others if the person
referred to in paragraph (1) or (2), as the case may be, provides such information or
means solely for the purpose of enabling interoperability of an independently created
computer program with other programs, and to the extent that doing so does not
constitute infringement under thistitle or violate applicable law other than this section.

(4) For purposes of this subsection, the term "interoperability” means the ability of
computer programs to exchange information, and of such programs mutually to use the
information which has been exchanged.

(g9) Encryption research.

(1) Definitions. For purposes of this subsection -

(A) the term "encryption research” means activities necessary to identify and analyze
flaws and vulnerabilities of encryption technologies applied to copyrighted works, if
these activities are conducted to advance the state of knowledge in the field of encryption
technology or to assist in the development of encryption products; and

(B) the term "encryption technology" means the scrambling and descrambling of
information using mathematical formulas or algorithms.

(2) Permissible acts of encryption research. Notwithstanding the provisions of
subsection (a)(1)(A), it is not aviolation of that subsection for a person to circumvent a
technological measure as applied to a copy, phonorecord, performance, or display of a
published work in the course of an act of good faith encryption research if--

(A) the person lawfully obtained the encrypted copy, phonorecord, performance, or
display of the published work;

(B) such act is necessary to conduct such encryption research;

(C) the person made a good faith effort to obtain authorization before the
circumvention; and

(D) such act does not constitute infringement under this title or a violation of
applicable law other than this section, including section 1030 of title 18 and those
provisions of title 18 amended by the Computer Fraud and Abuse Act of 1986

(3) Factorsin determining exemption. In determining whether a person qualifies for the
exemption under paragraph (2), the factors to be considered shall include--

(A) whether the information derived from the encryption research was disseminated,
and if so, whether it was disseminated in a manner reasonably calculated to advance the
state of knowledge or development of encryption technology, versus whether it was
disseminated in a manner that facilitates infringement under thistitle or a violation of
applicable law other than this section, including a violation of privacy or breach of
Security;

(B) whether the person is engaged in alegitimate course of study, is employed, or is



appropriately trained or experienced, in the field of encryption technology; and

(C) whether the person provides the copyright owner of the work to which the
technological measure is applied with notice of the findings and documentation of the
research, and the time when such notice is provided.

(4) Use of technological means for research activities. Notwithstanding the provisions
of subsection (a)(2), it is not a violation of that subsection for a person to--

(A) develop and employ technological means to circumvent a technological measure
for the sole purpose of that person performing the acts of good faith encryption research
described in paragraph (2); and

(B) provide the technological means to another person with whom he or sheis
working collaboratively for the purpose of conducting the acts of good faith encryption
research described in paragraph (2) or for the purpose of having that other person verify
his or her acts of good faith encryption research described in paragaph (2).

(5) Report to Congress. Not later than 1 year after the date of the enactment of this
chapter [enacted Oct. 28, 1998], the Register of Copyrights and the Assistant Secretary
for Communications and Information of the Department of Commerce shall jointly report
to the Congress on the effect this subsection has had on--

(A) encryption research and the development of encryption technology;

(B) the adequacy and effectiveness of technological measures designed to protect
copyrighted works and

(C) protection of copyright owners against the unauthorized access to their encrypted
copyrighted works.

The report shall include legidative recommendations, if any.

(h) Exceptions regarding minors. In applying subsection (&) to a component or part, the
court may consider the necessity for its intended and actual incorporation in a technology,
product, service, or device, which--

(1) does not itself violate the provisions of thistitle; and

(2) has the sole purpose to prevent the access of minors to material on the Internet.

(i) Protection of personally identifying information.

(1) Circumvention permitted. Notwithstanding the provisions of subsection (a)(1)(A), it
isnot aviolation of that subsection for a person to circumvent a technological measure
that effectively controls access to awork protected under this title, if--

(A) the technological measure, or the work it protects, contains the capability of
collecting or disseminating personally identifying information reflecting the online
activities of anatural person who seeks to gain access to the work protected;

(B) in the normal course of its operation, the technological measure, or the work it
protects, collects or disseminates personally identifying informationabout the person
who seeks to gain access to the work protected, without providing conspicuous notice of
such collection or dissemination to such person, and without providing such person with
the capability to prevent or restrict such collection or dissemination;

(C) the act of circumvention has the sole effect of identifying and disabling the
capability described in subparagraph (A), and has no other effect on the ability of any
person to gain access to any work; and

(D) the act of circumvention is carried out solely for the purpose of preventing the



collection or dissemination of personally identifying information about a natural person
who seeks to gain access to the work protected, and is not in violation of any other law.

(2) Inapplicability to certain technological measures. This subsection does not apply to
atechnological measure, or awork it protects, that does not collect or disseminate
personally identifying information and that is disclosed to a user as not having or using
such capability.

() Security testing.

(1) Definition. For purposes of this subsection, the term "security testing” means
accessing a computer, computer system, or computer network, solely for the purpose of
good faith testing, investigating, or correcting, a security flaw or vulnerability, with the
authorization of the owner or operator of such computer, computer system, or computer
network.

(2) Permissible acts of security testing. Notwithstanding the provisions of subsection
@(1)(A), it isnot a violation of that subsection for a person to engage in an act of
security testing, if such act does not constitute infringement under this title or a violation
of applicable law other than this section, including section 1030 of title 18 and those
provisions of title 18 amended by the Computer Fraud and Abuse Act of 1986.

(3) Factors in determining exemption. In determining whether a person qualifies for the
exemption under paragraph (2), the factors to be considered shall include--

(A) whether the information derived from the security testing was used solely to
promote the security of the owner or operator of such computer, computer system or
computer network, or shared directly with the developer of such computer, computer
system, or computer network; and

(B) whether the information derived from the security testing was used or maintained
in amanner that does not facilitate infringement under this title or a violation of
applicable law other than this section, including a violation of privacy or breach of
Security.

(4) Use of technological means for security testing. Notwithstanding the provisions of
subsection (a)(2), it is not aviolation of that subsection for a person to develop, produce,
distribute or employ technological means for the sole purpose of performing the acts of
security testing described in subsection (2) [subsection (a)(2)], provided such
technological means does not otherwise violate section (a)(2).

(k) Certain analog devices and certain technological measures.
(1) Certain analog devices.
(A) Effective 18 months after the date of the enactment of this chapter [enacted Oct.

28, 1998], no person shall manufacture, import, offer to the public, provide or otherwise
traffic in any--

(i) VHS format analog video cassette recorder unless such recorder conforms to the
automatic gain control copy control technology;

(if) 8mm format analog video cassette camcorder unless such camcorder conforms
to the automatic gain control technology;

(iii) Beta format analog video cassette recorder, unless such recorder conforms to
the automatic gain control copy control technology, except that this requirement shall not
apply until there are 1,000 Beta format analog video cassette recorders sold in the United



States in any one calendar year after the date of the enactment of this chapter [enacted
Oct. 28, 1993];

(iv) 8mm format analog video cassette recorder that is not an analog video cassette
camcorder, unless such recorder conforms to the automatic gain control copy control
technology, except that this requirement shall not apply until there are 20,000 such
recorders sold in the United States in any one calendar year after the date of the
enactment of this chapter [enacted Oct. 28, 1998]; or

(v) analog video cassette recorder that records using an NTSC format video input
and that is not otherwise covered under clauses (i) through (iv), unless such device
conforms to the automatic gain control copy control technology.

(B) Effective on the date of the enactment of this chapter [enacted Oct. 28, 1998], no
person shall manufacture, import, offer to the public, provide or otherwise traffic in--

(i) any VHS format analog video cassette recorder or any 8mm format analog video
cassette recorder if the design of the model of such recorder has been modified after such
date of enactment so that a model of recorder that previously conformed to the automatic
gain control copy control technology no longer conforms to such technology; or

(ii) any VHS format analog video cassette recorder, or any 8mm format analog
video cassette recorder that is not an 8mm analog video cassette camcorder, if the design
of the model of such recorder has been modified after such date of enactment so that a
model of recorder that previously conformed to the four-line colorstripe copy control
technology no longer conforms to such technology.

Manufacturers that have not previously manufactured or sold a VHS format analog
video cassette recorder, or an 8mm format anal og cassette recorder, shall be required to
conform to the four-line colorstripe copy control technology in the initial model of any
such recorder manufactured after the date of the enactment of this chapter [enacted Oct.
28, 1998], and thereafter to continue conforming to the four-line colorstripe copy control
technology. For purposes of this subparagraph, an analog video cassette recorder
"conforms to" the four- line colorstripe copy control technology if it records a signal that,
when played back by the playback function of that recorder in the normal viewing mode,
exhibits, on areference display device, adisplay containing distracting visible lines
through portions of the viewable picture.

(2) Certain encoding restrictions. No person shall apply the automatic gain control copy
control technology or colorstripe copy control technology to prevent or limit consumer
copying except such copying--

(A) of asingle transmission, or specified group of transmissions, of live events or of
audiovisual works for which a member of the public has exercised choice in selecting the
transmissions, including the content of the transmissions or the time of receipt of such
transmissions, or both, and as to which such member is charged a separate fee for each
such transmission or specified group of transmissions,

(B) from a copy of atransmission of alive event or an audiovisua work if such
transmission is provided by a channel or service where payment is made by a member of
the public for such channel or service in the form of a subscription fee that entitles the
member of the public to receive all of the programming contained in such channel or
service;

(C) from a physical medium containing one or more prerecorded audiovisual works;
or
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(D) from a copy of atransmission described in subparagraph (A) or from a copy
made from a physical medium described in subparagraph (C).

In the event that a transmission meets both the conditions set forth in subparagraph (A)
and those set forth in subparagaph (B), the transmission shall be treated as a
transmission described in subparagraph (A).

(3) Inapplicability. This subsection shall not--

(A) require any analog video cassette camcorder to conform to the automatic gain
control copy control technology with respect to any video signal received through a
camera lens,

(B) apply to the manufacture, importation, offer for sale, provision of, or other
trafficking in, any professional analog video cassette recorder; or

(C) apply to the offer for sale or provision of, or other trafficking in, any previously
owned analog video cassette recorder, if such recorder was legally manufactured and sold
when new and not subsequently modified in violation of paragraph (1)(B).

(4) Definitions. For purposes of this subsection:

(A) An "analog video cassette recorder” means a device that records, or a device that
includes a function that records, on electromagnetic tape in an analog format the
electronic impulses produced by the video and audio portions of atelevision program,
motion picture, or other form of audiovisual work.

(B) An "analog video cassette camcorder” means an analog video cassette recorder
that contains a recording function that operates through a camera lens and through a
video input that may be connected with atelevision or other video playback device.

(C) An analog video cassette recorder "conforms' to the automatic gain control copy
control technology if it--

(i) detects one or more of the elements of such technology and does not record the
motion picture or transmission protected by such technology; or

(i1) records a signal that, when played back, exhibits a meaningfully distorted or
degraded display.

(D) The term "professional analog video cassette recorder” means an analog video
cassette recorder that is designed, manufactured, marketed, and intended for use by a
person who regularly employs such a device for a lawful business or industria use,
including making, performing, displaying, distributing, or transmitting copies of motion
pictures on acommercial scae.

(E) Theterms" VHS format", "8mm format", "Beta format", "automatic gain control
copy control technology", "colorstripe copy control technology"”, "four-line version of the
colorstripe copy control technology”, and "NTSC" have the meanings that are commonly
understood in the consumer electronics and motion picture industries as of the date of the
enactment of this chapter [enacted Oct. 28, 1998].

(5) Violations. Any violation of paragraph (1) of this subsection shall be treated as a
violation of subsection (b)(1) of this section. Any violation of paragraph (2) of this
subsection shall be deemed an "act of circumvention” for the purposes of section
1203(c)(3)(A) of this chapter.
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Universal City Studios, Inc. v. Corley,
273 F.3d 429 (2d Cir. 2001)

JON O. NEWMAN, Circuit Judge.

When the Framers of the First Amendment prohibited Congress from making any law
"abridging the freedom of speech,” they were not thinking about computers, computer
programs, or the Internet. But neither were they thinking about radio, television, or
movies. Just as the inventions at the beginning and middle of the 20th century presented
new First Amendment issues, so does the cyber revolution at the end of that century. This
appeal raises significant First Amendment issues concerning one aspect of computer
technol ogy--encryption to protect materias in digital form from unauthorized access. The
appeal challenges the constitutionality of the Digital Millennium Copyright Act
("DMCA"), 17 U.S.C. 8 1201 et seg. (Supp. V 1999) and the validity of an injunction
entered to enforce the DMCA.

Defendant-Appellant Eric C. Corley and his company, 2600 Enterprises, Inc.,
(collectively "Corley," "the Defendants,"or "the Appellants") appea from the amended
final judgment of the United States District Court for the Southern District of New Y ork
(Lewis A. Kaplan, District Judge), entered August 23, 2000, enjoining them from various
actions concerning a decryption program known as "DeCSS." Universal City Studios,
Inc. v. Reimerdes, 111 F. Supp. 2d 346 (S.D.N.Y. 2000) ("Universal I1"). The injunction
primarily bars the Appellants from posting DeCSS on their web site and from knowingly
linking their web site to any other web site on which DeCSS is posted. We affirm.

...This appeal concerns the anti-trafficking provisions of the DMCA, which Congress
enacted in 1998 to strengthen copyright protection in the digital age. Fearful that the ease
with which pirates could copy and distribute a copyrightable work in digital form was
overwhelming the capacity of conventional copyright enforcement to find and enjoin
unlawfully copied material, Congress sought to combat copyright piracy in its earlier
stages, before the work was even copied. The DMCA therefore backed with legal
sanctions the efforts of copyright ownersto protect their works from piracy behind digital
walls such as encryption codes or password protections. In so doing, Congress targeted
not only those pirates who would circumvent these digital walls (the "anti-circumvention
provisions,” contained in 17 U.S.C. 8§ 1201 (a)(1)), but also anyone who would traffic in a
technology primarily designed to circumvent adigital wall (the "anti-trafficking
provisions,” contained in 17 U.S.C. § 1201 (a)(2), (b)(1)).

Corley publishes a print magazine and maintains an affiliated web site geared towards
"hackers," a digital-eraterm often applied to those interested in techniques for
circumventing protections of computers and computer data from unauthorized access.
The so-called hacker community includes serious computer- science scholars conducting
research on protection techniques, computer buffs intrigued by the challenge of trying to
circumvent access- limiting devices or perhaps hoping to promote security by exposing
flaws in protection techniques, mischief-makers interested in disrupting computer
operations, and thieves, including copyright infringers who want to acquire copyrighted
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material (for persona use or resale) without paying for it.

In November 1999, Corley posted a copy of the decryption computer program "DeCSS'
on hisweb site, http://www.2600.com (*2600.com™). DeCSS is designed to circumvent
"CSS," the encryption technology that motion picture studios place on DV Dsto prevent
the unauthorized viewing and copying of motion pictures. Corley also posted on his web
gte links to other web sites where DeCSS could be found.

Plaintiffs- Appellees are eight motion picture studios that brought an action in the
Southern District of New Y ork seeking injunctive relief against Corley under the DMCA.
Following a full nonjury trial, the District Court entered a permanent injunction barring
Corley from posting DeCSS on his web site or from knowingly linking via a