Anonymity Online

NSL: § 2709

* A wire or electronic communication service provider shall
comply with a request for subscriber information and toll
billing records information, or electronic communication
transactional records in its custody or possession made by
the Director of the Federal Bureau of Investigation...

* (b)(2)[The FBI Director or designee may] request the name,
address, and length of service of a person or entity if the
Director ... certifies in writing to the wire or electronic
communication service provider to which the request is made
that the information sought is relevant to an authorized
investigation to protect against international terrorism or
clandestine intelligence activities, provided that such an
investigation of a United States person is not conducted
solely upon the basis of activities protected by the first
amendment to the Constitution of the United States. 3

ACLU v. Miller

* O.C.G.A. § 16-9-93.1 makes it a crime for

"any person . . . knowingly to transmit any data
through a computer network . . . for the purpose
of setting up, maintaining, operating, or
exchanging data with an electronic mailbox,
home page, or any other electronic information
storage bank or point of access to electronic
information if such data uses any individual
name . .. to falsely identify the person ... "

The Bt

Potential Benefits and Costs of
Anonymous Speech

* Allow those with unpopular views to speak
without fear of reprisal

* Allow speaker to persuade independent of
identity

* Allow speaker to choose what information
to present

* Weakened accountability
* Opportunity for fraud

NSL: § 2709

* (c) Prohibition of Certain Disclosure.—
No wire or electronic communication
service provider, or officer, employee, or
agent thereof, shall disclose to any person
that the Federal Bureau of Investigation
has sought or obtained access to
information or records under this section.

Justice Department calls for
retention of identifying information

By CNET News.com
Fublished on March 2, 2007, 4:00 AM PT

that Web ites must keep recorde o wiho uploads pholographs or vicabs in case
police determine the content isilisgal and choose to investigate, CNET News.com
as learned.

That pmpesa\ surfaced Wednesday in a private meeting during which U.S. Department of
Justice officials, including Assistant Attomey General Rachel Brand, tried to convince
industry representatives such as AOL and Comcast that ‘would be valuable
in investigating terrorism, child pomography and other crimes. The discussions were
described to News.com by several people who attended the meeting.

A second purpose of the meeting in Washington, D.C., according to the sources, was to
ask Intemet service providers how much it would cost to record details on their subscribers
for two years. At the very least, the companies would be required to keep logs for police of
which customer is assigned a Specific Intemet address.

Attomey General Alberto Gonzales has bee for mandatory data
retention, callng it 3 *national problem hat roquires federal legisiation” Gonzales has
0 pressure industry representatwes And last momh
Republicans introduced a
Representatives that would
ow lona

dictats whai s be sired and for



What can you learn about a domain
name or Internet address?

* WHOIS:

-E.g.

Traceroute

-E.g.

See your IP address

Fraudulent Online Identity
Sanctions Act, 2004

* The maximum imprisonment otherwise
provided by law for a felony offense shall
be increased by 7 years if, in furtherance
of that offense, the defendant knowingly
provided material and misleading false
contact information to a domain name
registrar, domain name registry, or other
domain name registration authority in
connection with a domain name
registration.

Columbia Ins. v. SeesCandy.com

* 1. Identify the party with sufficient
specificity as one who can be sued.

* 2. ldentify previous steps to find
defendant.

3. Establish that plaintiff's suit could
withstand motion to dismiss

* 4. File explained request for limited
discovery.
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Doe v. 2The Mart.com Inc.

* What'’s the difference between 2TheMart

and SeesCandy.com?

* How does that change the standard?

RIAA v. Verizon

Exhibie A

Doe #14 (67.87.48.91 2003-12-04 08:26:24 (EST))
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Subpoenas and Gootube

Mar 8th 2007 10:33PM

This past week | decided to supoena Google to
get the names of users that were uploading
copies of our movies. | have no intention of
pulling an RIAA and suing the users. | do have
every altention of sending supoenas early and
often to get the names and emails of users
uploading our content they have pirated.

Why ? To learn.

| expect that the users will have given fake

information, but i want to confirm that is the case.
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Doe v. 2TheMart.com Inc.

* 1. the subpoena seeking the information was
issued in good faith and not for any improper
purpose,

« 2. the information sought relates to a core claim
or defense,

3. the identifying information is directly and
materially relevant to that claim or defense,

* 4. information sufficient to establish or to
disprove that claim or defense is unavailable
from any other source.

17 U.S.C. 512(h)

* (h) Subpoena To Identify Infringer.—

— (1) Request.— A copyright owner or a person
authorized to act on the owner’s behalf may request
the clerk of any United States district court to issue a
subpoena to a service provider for identification of an
alleged infringer in accordance with this subsection.

— (2) Contents of request.— The request may be made
by filing with the clerk—

* (A) a copy of a notification described in subsection (c)(3)(A);

* (B) a proposed subpoena; and

* (C) a swomn declaration to the effect that the purpose for
which the subpoena is sought is to obtain the identity of an
alleged infringer and that such information will only be used 16
for the purpose of protecting rights under this title.
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Anonymity and Trust
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Snake Ol
* Mary Bezzle is the CFO of Snake Oil, a publicly
traded energy company. She discovered this
post yesterday on MoneyBoard’'s SnO forum:

Ann Onymous writes:
M Bezzle lives up to her name. She’s stealing money
from the company to fumish her luxury apartment and

private jet. Dump this Silicon Snake-Oil stock!
Posted on March 19, 2007 at 2:30 am

* Ms. Bezzle comes to your office saying she
wants you to do everything in your power to stop

these falsehoods. How can you help?
25

Snake Oil

* What if this were the post?

Sue Donymous writes:
M Bezzle & co are taking this company in the wrong
direction. They should be investing in alternative

energy. Dump this Silicon Snake-Oil stock!
Posted on March 19, 2007 at 2:30 am

« If shareholders filed a derivative suit after the
stock price dropped?
* Which Jane Doe would you rather represent?




