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Encryption and electronic 

evidence-gathering
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Encryption

� Plaintext

� Cipher (Algorithm) + Key

� Ciphertext
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Simple Encryption

� Plaintext: �HELLO WORLD�

� Cipher, Key: shift forward, 3 letters

� Ciphertext: �KHOOR ZRUOG�
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Decryption of Simple Cipher

� Ciphertext: �KHOOR ZRUOG�

� Cipher, Key: shift backwards, 3 letters

� Plaintext: �HELLO WORLD�

� Decryption reverses the process, using 

the same or a related algorithm.
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Public-key encryption

� Each participant to the communication 
generates a pair of mathematically related 
keys, one public and one private.  

� One-way functions make this keypair computationally 
easy to create, but very difficult to reverse.

� Messages encrypted with the public key can be 
decoded with the private key, and vice versa.

� The basis of PGP and digital signatures.

  8

  9

Regulating encryption

� Law

� International Traffic in Arms Regulations (ITAR) / Bureau of Export 
Adminstration (BXA) Export Administration Regulations (EAR) 

� Clipper

� Market
� Government market pressure

� Technology 

� Greater processing power makes it easier to use strong 
encryption, easier to crack weak encryption

� Norms

� How many people use encryption?
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How does encryption fit the law?

� First Amendment?

� Fourth Amendment?

� Fifth Amendment?
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Snuffle

#! /bin/sh

# This is a shel l archive.  Remove anything b efore this line, then unp ack
# it by sav ing it  into a file and  typing  "sh file".  To overwrite exist ing

# files, type "sh file -c".  You can also feed this as standard input via

# unshar, or by  typing "sh <file", e.g..  If this  arch ive is complete, you
# will  see the following message at  the end :

# "End of shell archive."

# Contents:  Makefi le README snuffle.1 snuffle.c unsnuffle.c
# Wrapped  by brn stnd@kramden on Thu Jun  14 04:45:47 1990

PATH=/bin:/usr/bin:/usr/ucb ; export  PATH
if test -f 'Makefile' -a "${1}" != "-c" ;  then  

  echo shar: Will not clobber exist ing file \" 'Makefile'\"

else
echo shar: Extracting \"'Makefile'\" \(702 characters\)

sed "s/^X//" >'Makefile' <<'END_OF_FILE'

XCC=cc
XCCOPTS=-O2 -s

X

XNROFF=nroff
XNROFFOPTS=-man

X
Xdefau lt: all

X

Xall : snuffle unsnuffle snuffle.man
X

Xshar: snuffle.shar

X
Xsnuffle: snuffle.o hash512.o sboxes.o Makefile

X $(CC) $(CCOPTS) -o snuffle snuffle.o  hash512.o sboxes.o

X
Xunsnuffle: unsnuffle.o hash512.o sboxes .o Makefile

X $(CC) $(CCOPTS) -o unsnuffle unsnu ffle.o hash512.o sboxes.o
X

Xsnuffle.o: snuffle.c snefru.h

X $(CC) $(CCOPTS) -c snuffle.c
X

Xunsnuffle.o:  unsnuffle.c snefru.h

X $(CC) $(CCOPTS) -c unsnuffle.c
X

Xsnuffle.man: snu ffle.1 Makefile

X $(NROFF) $(NROFFOPTS) < snuffle.1 > snuffle.man

Xunsnuffle.o:  unsnuffle.c snefru.h

X $(CC) $(CCOPTS) -c unsnuffle. c
X

Xsnuffle.man: snu ffle.1 Makefile

X $(NROFF) $(NROFFOPTS) < snuffle.1 > snuffle.man
X

Xsnuffle.shar:  Makefile README snuffle.1 snuffle.c unsnuffle.c

X shar Makefi le README snuffle.1 snuffle.c unsnuffle.c > snuffle.shar
X chmod 400 snuffle. shar

END_OF_ FILE
if test 702 -ne `wc -c <'Makefile' ;̀  then

    echo shar: \" 'Makefile'\" unp acked  with wrong size!

fi
# end of 'Makefile'

fi

if test -f 'README' -a "${1}" != "-c" ; th en 
  echo shar: Will not clobber exist ing file \" 'README'\"

else

echo shar: Extracting \"'README'\" \(991 characters\)
sed  "s/^X//" >'README' <<'END_OF_FILE'

Xsnuffle - generic hash-based encryption and decryption programs
X

Xsnuffle and unsnuffle turn  any good one-way  hash function (such as

XMerkle's  Snefru) into a reasonably fast private-key encryption method.
XYou must have Snefru, or something providing  the same Hash512()

Xinterface, for snuffle and  unsnuffle to work. Past  that, snuffle and

Xunsnuffle shou ld be perfectly p ortable.
X

XOn this Sun 4, snuffle and unsnuffle encrypt between two and three times
Xslower than cryp t(1 ). However, they provide a lot more security.

X

Xsnuffle is p ublic domain. Send  any comments  to the newsgroup  sci .crypt,
Xwhich the author reads whenever possible. I do *no t* know whether

Xsnuffle is legally expo rtable; i t contains no encryption technology, b ut

XI'm not go ing to t ry sending it ou tside the United States.
X

XStart  by making symbolic links or copies  of snefru 's hash512.o,

Xsboxes .o, snefru.h, and patchlevel.h  in this directory. Then ed it the
Xoptions  in the Makefile and compile. Read snuffle.man and you 're off.

END_OF_ FILE
if test 991 -ne `wc -c <'README'̀ ; then

    echo shar: \" 'README'\" unpacked with wrong size!

fi
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Everyday uses of encryption

� Securing communications

� Securing commerce

� Digital signatures
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Encryption�s uses

The same mathematics can be used to 
provide 

� Privacy/Secrecy

� Authentication

� Verification of data integrity

� Non-repudiation
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Skype
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How can you gain access to an 
encrypted communication?
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United States v. Scarfo

� Recognizing that Scarfo's computer had a modem and 
thus was capable of transmitting electronic 
communications via the modem, the F.B.I. configured 
the KLS to avoid intercepting electronic communications 
typed on the keyboard and simultaneously transmitted in 
real time via the communication ports� To do this, the 
F.B.I. designed the component "so that each keystroke 
was evaluated individually." As Mr. Murch explained: The 
default status of the keystroke component was set so that, 
on entry, a keystroke was normally not recorded. Upon 
entry or selection of a keyboard key by a user, the KLS 
checked the status of each communication port installed 
on the computer, and, all communication ports indicated 
inactivity, meaning that the modem was not using any port 
at that time, then the keystroke in question would be 
recorded. 
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Why does everything turn into a 
wiretap question?

� Were the FBI�s precautions necessary?

� Should the FBI have taken more/different 
precautions against capturing non-key 
data?

� Is a message being prepared for 
communication subject to interception or 
search? 
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Keylogging Kriminals?

� Jane suspects that her husband John is 

concealing something from her, since he 

spends lots of time on the computer with 

his office door closed.  Searching the web 

for surveillance tools leads her to 

�KeyGhost,� a piece of hardware that 

connects to the computer and logs 

keystrokes.  
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Keylogging Kriminals?

� If Jane installs KeyGhost on the family 
computer, has she committed a crime?

� While Jane is entering the office to install 
KeyGhost, she spots checks for large sums of 
money � which she knows haven�t gone into the 
family account.  She calls the DA�s office to ask 
for advice.  You pick up the phone.  What advice 
would you give?
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